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2 Features of 3000Audit Tool

3000Audit Tool Features

Features

The 3000Audit Tool is the first User Friendly Database Auditing
product. It may be used to monitor who is updating any Image database
record on your HP3000. The product uses Image Log files to gather
the date, time, user name, before and after values of any dataset

you need to audit. The auditing information is reformatted and

stored in its own easy-to-access Audit Tool Image database.

The 3000Audit Tool was designed so that it can answer your
users questions without the intervention of the IT department.
List Screens and Reports allow your users to inquire as to what
records have been updated by whom.

Benefits of the Audit Tool:

- Provides full data auditing compliance for Sarbanes-Oxley requirements.

- Added, Changed, and Deleted records are extracted from cryptic
Image log files and stored in an easy to read Image database format
for quick retrieval by your users.

- Standard List screen by key value, and standard Reports are provided.

- Custom Audit Trail reports can be developed using your report writer.

- User friendly field names - a table is available for you to
assign a "description’ to your image field names. Instead of
telling the user COSTARR(3) changed, the Audit Tool screen
will tell the user 'Assembly Labor Cost'.

- Automates Image Log file administration. The 3000Audit Tool
Utility automatically switches to a new Image log file,
closes the current Image log file, processes the log and moves
all the relevant data to the Audit Tool Image database.

- Selected fields, files and programs can be excluded from the audit
trail process.

- Supports multiple data base groups and accounts
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Frequently Asked Questions about Image Logging

Will Image Logging slow down our system?

Benchmarks have measured that Image logging requires
virtually no overhead. A commonly quoted statistic is 1% more
cpu time, but the processes is indistinguishable.

Isn't Image Logging difficult to administer?

You can begin Image Logging simply by entering 4 MPE commands.
You need to disable and re-enable logging before and after your
database capacity change process, and that's all. Because the
3000Audit Tool is designed for auditing purposes, and not
rollforward/rollbackward recovery, the administration is

simplified.

What types of changes are required to my application?

Absolutely no changes whatsoever. You will *enable your database(s)
for logging®, and the HP operating system does the rest. The 3000
Audit Tool Utility program manages the Image log files for you.
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New Enhancements

New Enhancements

3000Audit Tool - Release 2.0 Enhancements

1) New option to remove redundant DBDELETE/DBPUT records.

Often in an application, records are deleted and re-added (DBDELETE
followed by a DBPUT) instead of simply being updated (DBUPDATE).
When this occurs, the image log file contains scores of entries.

It lists all the fields that were in the record that were deleted,

and all the fields in the record that were re-added.

To the user, it is rather daunting to view several deletes
followed by several add's to figure out exactly what has
changed. In addition, these records cause the ILFDB database
to grow and consume disk space.

A new option UTIL.AUDIT.SUMMIT will remove all of the redundant records
associated with this type of transactions. UTIL.AUDIT.SUMMIT looks at
DBDELETE's immediately followed by DBPUT's, and if the field's value

did not change, those records are eliminated.

The bottom line is that you remove redundant information, and are left
with a smaller audit trail database containing more meaningful information.

2) Increased number of fields that can be excluded.

In release 1.0 you could exclude up to 50 datasets, programs or fields
when extracting image log file information. The field exclusions
have segregated whereby you can have up to 250 fields excluded, and
continue to have up to 50 datasets and programs excluded.
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3000Audit Tool Navigation

The purpose of this section is to describe howto enter
information into the 3000Audit Tool prograns UTIL. AUDI T. SUWM T,
LI ST. AUDI T. SUM T, and REPORT. AUDI T. SUW T.

The 3000Audit Tool progranms are in question and answer format. The
programw || ask you a question, you will respond and press return.

Exiting: To exit a programenter E for Exit. Entering E wll
al so back you up to the previous pronpt.

Defaults: A default is an automatic response provided by the conputer
when you press return. There are 2 different types of defaults:

a) Date pronpts default to the current date

b) Pronpts with default responses in parenthesis. For exanple:
OPTION (1)?
Pressing RETURN defaults to 1.
OKAY TO UPDATE (Y)?
Pressing RETURN defaults to Y.

Dates: Enter dates in nonth, day, year sequence. Dates may be
entered as MVDDYY, MM DD/ YY, or MM DD YY. |If you |leave off the

year portion of the date, the prograns presune you want the current
year. Years are expressed as 2 digits, not 4 digits. Enter zero for
date 00/00/00 and 99 for date 99/99/99 -this gives you "all' dates
on file.

Qut put Options: The Qutput option pronpt gives you the opportunity
to route the display to your termnal or to a specific printer.

:RUN LI ST. AUDI T. SUWM T
List Audit Trail Database

ENTER DESI RED OQUTPUT OPTI ON:
0. HOLD REPORT ON THE HP SYSTEM 1. TERM NAL, 132 COLUWNS

2. ENTER A PRI NTER NUMBER 3. TERM NAL, 80 COLUWNS
4. A DI SK FILE ON THE HP SYSTEM
OPTI ON (3)?

If you select Option Zero, the output is sent to device class LP.

If you select Option 1, the output is displayed on your screen in 132
colum format. |If your terminal set to 80 colums wi de, the data in
positions 80 to 132 nay wap to the next |ine.
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If you select option 2, you are pronpted for a PRI NTER NUVBER? (Ldev
nunber), and an output priority. The output priority defaults to 8 if
you press return.

If you select option 3, the output is displayed on your screen.

If you select option 4, you are pronpted for a DI SK FI LE NAVE?
The disk file nane nust adhere to normal HP3000 file nane conventi ons.
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Installation Instructions

1)

Restore the files on to your system Log on as MANAGER. SYS and
enter the file equation:
FI LE T; DEV=TAPE

Restore the tape by entering the conmand:
RESTORE *T; @ @ SUW T; SHOW CREATE

Sonme of the relevant files included on your tape are:

2)

| LFSCH. PUB. SUWM T | mage schema for |LFDB. LOGFI LES where audit
trail entries are stored.

Q LFSCH. QUI Z. SUM T Qui z schema/dictionary file
Q LFSCHC. QUI Z. SUM T Conpi |l ed Qui z dictionary

LOGUTLL. PUB. SUMWM T Log file extract utility
LOGUTL2. PUB. SUMWM T Log file reformat utility

UTI L. AUDI T. SUWM T Audit Trail Uility to Manage | mage Log Fil e:
LI ST. AUDI T. SUW T List Audit Trail
REPCORT. AUDI T. SUWM T Report Audit Trail

| LFDB. LOGFI LES. SUMM T Exanpl e dat abase

Once the files have been restored, streamthe SETUP job
to grant the SUMW T account the appropriate security and
capabilities.

: STREAM SETUP. PUB. SUWM T

The : STREAM wi || pronpt you for the password(s) for MANAGER SYS

Once in production, the 3000Audit Tool Utility |aunches a batch job

to close the existing Inage log file, reformat the data, wite the data
to the | LFDB. LOGFI LES dat abase and finally to open a new Image log file.
The next two steps (if not already enabl ed) are to support the

batch job that is | aunched.

3) You should still be | ogged on as MANAGER. SYS. W need to "all ow
the LOG conmand to be used. At the "Console" enter the follow ng
conmmand.
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: ALLOV @ @ COMVANDS=LOG

This command will al so need to be added to your SYSSTART. PUB. SYS
file. See 'considerations before going into production' for
further information.

4) Ensure that the MPE capabilities of the MANAGER of the Account
your application data bases reside in has OP capability. This
is required to close an Image Log file and open a new one wth
t he : CHANGELOG conmand.

: ALTUSER MANAGER. xxxxxx; CAP=+0P

5) Build the Inage data base to store your Audit records in.

The records created in an Image Log File are substantially
mani pul ated and reformatted before they are stored in an image
data base (1 LFDB. LOGFI LES)

If you do not have |Inmage Logging running presently,

and you have a test data base area available, you may w sh

totry this in your test data base area before doing so

in your production data base area. Not that you wll be
introducing risk, but its a nice way to practice the setup

since you need exclusive data base access in a |later step.
If you intend to turn on Inage Logging in your production
envi ronnment, please read the 'before you go into production
considerations' in this manual .

You will now log on to the Account your application database resides in.
a) Log on to the Account your application data base resides in.

ie. :HELLO MANAGER. ACCOUNT
b) The I mage database ILFDB that will be retaining your audit

trail information is stored in a group called LOGFI LES.

Create the LOGFILES group by entering the foll ow ng:

: NEWGROUP LOGFI LES; ACCESS=( R, WA, L, X, S: ANY)
: CHGROUP  LOGKFI LES

c) Copy the schema file ILFSCH PUB. SUMW T into this group.
ie. : COPY | LFSCH. PUB. SUW T, | LFSCH

d) Set the file equation: : FI LE DBSTEXT=Il LFSCH
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Run dbschena: : RUN DBSCHEMA. PUB. SYS; PARME3
The root of the data base should be created.

Run dbutil to create : RUN DBUTI L. PUB. SYS, CREATE
DATABASE NAME: | LFDB

(this step will take a 5 to 10 seconds to conpl ete)

The data base creation of |LFDB. LOGFILES is conplete.

you al ready are using | nmage Loggi ng and have Inmage log files
your system proceed to step 8.

you are not using |Inmage Loggi ng, the next steps are designed
hel p you get started. A review of The Installation Exanple

follow ng these installation instructions may be beneficial before
you start this step.

6)

Create Log Id's.

First a quick overview of what a Log Id is. The Inmage
Loggi ng process has two conponents. A Log File and a Log Id.

Log Files are disk files that Inage wites to as updates are nade
to the data base. Image Log File nanes have a 3 digit suffix

on the back. The suffix is incremented as old Log Files are cl osed,
and new Log Files are opened. For exanple, the first log file
created woul d be naned ABCDEOO1, the second log file will be
ABCDEOO2, and so on.

A Log Id ties an Image data base to a Log File. To keep things
sinple, the default Log Id's and the Log Files in the 3000Audit
Tool will default to the sane nane.

Al so by default, The Log files will reside in the LOGFI LES group.
Here is an exanple. Say that we have an | nage database on our

HP3000 cal | ed ORDERS. CORDERS resides in the PROD Group. W have
to come up with a name for our the Log ID, and first |Inage |og

file. In this exanple, | decided upon the follow ng.
Log Id First Log Filenane | mage data base
ORDLG ORDL&001. LOGFI LES ORDERS. DATA10

In the remai nder of the instructions, we will be using ORDERS. DATA10
as our exanpl e.

If you wish, the Log Id and Log file nanmes do not need to be the
same prefix. The Inmage log files do not have to be in the LOGFI LES
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group. These are just default values we use to ease the setup. The
3000Audit Tool can support the nam ng convention you w sh.

Now | ets begin. W reconmend you do this step at the 'consol e’
because you receive nice 'logging process started nessages at
the console. Your users can be on the systemwhile you perform
this step.

** You should still be logged on in the LOGFILES group. **

Create Log Id and Log File

: GETLOG ORDLG, LOG=ORDL@001, DI SC; AUTO (that's a comma before DI SC)
: BUI LD ORDLG001; CODE=LOG, DI SC=2000000

(yes that's two mllion records, but it does not use
that much space, its a maxi rumwe are setting)

: LOG ORDLG START
Repeat these 3 MPE commands (GETLOG BU LD, LOG for the other
Log Id's (data bases) you wish to log. |If you are setting

this up initially, you may wish to only start with one or two
dat a bases.

7) Enable the Data Base for Logging

To enabl e the data base for |ogging, your users MAY NOT be
accessing the data base. You may have to schedule this step
after hours.

a) Log on to the group your data base resides in. For exanple:

: CHGROUP DATA10

b) See if anyone is accessing the data base. For exanple:

: LI STF ORDERS, 8

kkhkkkhkhkkhkkhhkkhkhkhkkhkhkkhkkhkkkhkk*k

FI LE: ORDERS. DATA10. ACCOUNT
0O Accessors
c) Nowlets run DBUTIL to set our Log Id and enable for |ogging
: RUN DBUTI L. PUB. SYS
>> SET ORDERS LOG D=CRDLG
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Passwor d: <-- press return to the password pronpt
>> ENABLE ORDERS FOR LOGA NG
>> ENABLE ORDERS FOR FORCESESSI ON (nmpe/ix 6.5 and above)
>> EXIT

(fyi: the FORCESESSI ON option captures the session nane on stream
jobs for better visibility as to what stream jobs are updati ng.
Only available if you are running npe/ix 6.5 and above)

Congratul ations, fromthis point forward any updates that happen
to this database will be witten to the Inage Log file you built.

For the next steps, you enter the database information into the
Summit 3000Audit Tool Uility.

8) Enter the data base nanes being | ogged in UTIL. AUDI T. SUWM T.
:RUN UTI L. AUDI T. SUWM T

Choose option 3.
You will now enter the data base nanme, group, and log id
for the database you just enabled | ogging on. For Exanple:

DATA BASE NAME? ORDERS
GROUP NAME? DATA1O0
LOG | G? ORDLG

Repeat for each database you enabl ed | oggi ng on.

9) Define your Job Card in the UTIL. AUDI T. SUMM T program

The process to create a newinmage log file, and refine the
the image | ogs into useable data runs as a batch job.

Al'l you need to do is specify the passwords for the user ( MANAGER)
and Account your application data bases reside in.
An exanpl e of doing so is |isted bel ow

THE CURRENT JOB CARD I S:
'JOB AUDI TJOB, MANAGER/ PASSWORD. ACCOUNT, LOGFI LES; HI PRI
DO YOU W SH TO CHANGE THE JOB CARD (Y)? Y *

ENTER THE NEW JOB CARD
'JOB AUDI TJOB, MANAGER/ PASSWORD. ACCOUNT, LOGFI LES; HI PRI
'JOB AUDI TJOB, MANAGER/ STAYQUT. TEST, LOGFI LES; HI PRI *

** JOB CARD UPDATED **
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This is not like a 'redo’', you have to type every character of
your job card.

Your installation is now conplete.

We recomend you execute UTIL. AUDIT. SUMW T option 1 each
evening to capture this data and open a new inage log file.

For exanpl e

1'JOB AUDI T1, MANAGER/ STAYOUT. TEST
'RUN UTI L. AUDI T. SUWM T

1

' EQJ

Be aware that running UTIL. AUDIT. SUM T option 1, creates JCL
and : STREAMs a job. This job perforns the Audit Tool extract
and reformat processes and wites the results to the |LFDB. LOGFI LES.
You can view the JCL created by : PRINTing the file AUD TJOB. LOGFI LES.

If you are new to I mage Loggi ng, please refer to the section
"Before Going into Production', for considerations about the |Image
Loggi ng process.
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Installation Example

In this exanple the LOGFI LES group and | LFDB are
set up in the SUMWM T Account. You will be using the Account your
appl i cation dat abases reside instead of the SUMW T Account.

T ALLOW @ @ COVWANDS=LOG <<-- | nsure LOG conmmand i s enabl ed
: LI STUSER MANAGER. SUWM T <<-- Check for OP capability

kkhkkkhkhkkhkkhhkkhkkhkhkkhkhkkhkhhkhkkk*k

USER: MANAGER. SUWM T

HOVE GROUP: PUB PASSWORD:  **

MAX PRI : 150 LOC ATTR: $00000000
LOGON CNT : 1

CAP: AM AL, G, OP, ND, SF, BA, | A, PM MR, DS, PH

: HELLO MANAGER. SUMWM T <<-- Log on to the Account your
<<-- application databases will reside
: NEWGROUP LOGFI LES; ACCESS=( R, WA, L, X, S: ANY) <<-- create new group

: CHGROUP LOGHI LES
: COPY I LFSCH. PUB. SUMM T, | LFSCH  <<-- copy schema from SUVWM T Account

: FI LE DBSTEXT=| LFSCH
: RUN DBSCHEMA. PUB. SYS; PARM=3

PAGE 1 HEWLETT- PACKARD 30391C. 07. 18 Tur bol MAGE/ 3000: DBSCHENA
THU, JUN 16, 2005, 10:57 AM (C) HEWETT- PACKARD CO. 1987

$CONTRCOL NOLI ST, TABLE, ROOT, BLOCKMAX=2048

DATA SET TYPE FLD PT ENTR MED NMAXI MUM BLK BLK DI SC
NANME CNT CT LGIH REC CAPACITY FAC LGIH SPACE

| LCOM N M 3 0 42 a7 501 38 1789 208

| LFLD M 4 0 22 27 5001 52 1408 1072

| LPROG M 4 0 33 38 1001 a7 1789 320

| LDBNAMK A1l 1 4 15 1001 127 1913 128

| LDSNK A1l 1 8 19 1001 94 1792 160

| LFKEY1K A1l 1 12 23 3031 61 1407 560

| LFKEY2K A1l 1 9 20 1031 102 2047 192

| LFUSERK A1l 1 4 15 1031 127 1913 144

| LFDSETK A1l 1 8 19 1031 94 1792 160

| LFDATEK A1l 1 4 15 2001 127 1913 256

| LDBN D 9 1 42 46 1025 25 1152 384

| LDSN D 5 1 32 36 1014 39 1407 288

I LFI L D 17 5 99 119 5010 15 1786 4688
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TOTAL DI SC SECTORS | NCLUDI NG ROOT: 8592

NUMBER OF ERROR MESSAGES: O

| TEM NAME COUNT: 42 DATA SET COUNT: 13

ROOT LENGIH. 1716 BUFFER LENGIH. 2047 TRAI LER LENGITH: 256
ROOT FILE | LFDB CREATED.

END OF PROGRAM
: RUN DBUTI L. PUB. SYS, CREATE

Dat abase nane: | LFDB
Dat abase | LFDB. LOGFI LES. SUW T has been CREATED

END OF PROGRAM

: GETLOG Ul SLG LOG=Ul SL&001, DI SC; AUTO <<-- create a LOG ID

:BUI LD Ul SLG001; CODE=LOG, DI SC=2000000 <<-- build an Image Log File
: LOG Ul SLG START <<-- Start the LOGID
:10: 59/ 59/ User | oggi ng process U SLG is running (ulognmsg 10)

: CHGROUP DATABASE
: LI STF Ul SDB, 8

kkhkkkhkhkkhkkhhkkhkkhkhkkhhkkhkkhrkhkk*k

FI LE: Ul SDB. DATABASE. SUVM T
0 Accessors

: RUN DBUTI L. PUB. SYS

HP30391C. 07. 10 Tur bol MAGE/ XL: DBUTIL (C) COPYRI GHT HEW.ETT- PACKARD
COVPANY 1987

>>SET Ul SDB LOd D=UI SLG
Passwor d:

Logi d: U SLG is valid.
password is correct.
>>ENABLE Ul SDB FOR LOGE NG
WARNI NG Dat abase nodi fi ed and not DBSTORED.

Loggi ng i s enabl ed.
>>ENABLE Ul SDB FOR FORCESESSI ON

Session/Job nane will be copied to Userident in DBOPEN
>>EXI T

>S>SEXI T
END OF PROGRAM

RUN UTI L. AUDI T. SUWM T
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Audit Trail Uility to Manage | mage Log Files (v2.51)

AUDI T TRAIL UTILITY MENU:

EXECUTE LOGFI LE COPY PROCESS TO COPY | MAGE LOG FI LES TO | LFDB

2. EDIT JOB CARD FOR LOGFI LE COPY PROCESS

3 EDI T/ LI ST TABLE OF DATA BASES THAT ARE BEI NG LOGGED

4. ED T/LIST FIELDS YOQU *DO NOT* W SH TO RETAIN AN AUDI T TRAIL ON.
5. EDI T/ LI ST DATASETS YOU *DO NOT* W SH TO RETAIN AN AUDI T TRAIL ON.
6. RAI'L ON
2

8

9.

H

EDI T/ LI ST PROGRAMS YOU *DO NOT* W SH TO RETAIN AN AUDIT T
EDI T TABLE OF FI ELD NAME DESCRI PTI ONS
DELETE LOG FI LE RECORDS FROM | LFDB
DELETE REDUNDANT ADD/ DELETE TRANSACTI ONS
OPTION(1)? 3 <<-- Use option 3 to define what database
has | mage Loggi ng turned on.

DATA BASE NAME LOG I D LOG FI LE

** THERE ARE NO ENTRIES IN THE TABLE OF DATA BASES BEI NG LOGGED **

DATA BASE NAME? U SDB  *

ENTER THE ' GROUP' THAT U SDB  RESI DES | N.
GROUP NAME ( ) ? DATABASE*

DATA BASE PASSWORD? ASK *

LOG FI LE NAME PREFI X (U SLG )? Ul SLG *

VWHAT GROUP DCES THE LOG FI LE RESIDE I N (LOGFI LES) ? LOGFI LES*
** RECORD ADDED **

DATA BASE NAME LOG I D LOG FI LE
U SDB . DATABASE U SLG U SLG . LOGHI LES
DATA BASE NAME? E *

AUDI T TRAIL UTILITY MENU:
EXECUTE LOGFI LE COPY PROCESS TO COPY | MAGE LOG FI LES TO | LFDB

EDI T JOB CARD FOR LOGFI LE COPY PROCESS

EDI T/ LI ST TABLE OF DATA BASES THAT ARE BEI NG LOGGED

EDI T/LI ST FIELDS  YOU *DO NOT* W SH TO RETAIN AN AUDI T TRAIL ON.
EDI T/ LI ST DATASETS YOU *DO NOT* W SH TO RETAIN AN AUDI T TRAIL ON.
EDI T/ LI ST PROGRAMS YOU *DO NOT* W SH TO RETAIN AN AUDI T TRAIL ON
EDI T TABLE OF FI ELD NAMVE DESCRI PTI ONS

DELETE LOG FI LE RECORDS FROM | LFDB

DELETE REDUNDANT ADD/ DELETE TRANSACTI ONS

OPTION(1)? E

CoNoRkwNE

end of installation exanple
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Considerations Before Going Into Production with Image Logging.

This section is designed for HP3000 users that are new to | mage
Logging. |If you already have |Image Logging turned on in your
production environnent, you may wi sh to skip over this section.

The are two primary considerations you nust be aware of once your
dat a bases are enabl ed.
1) You nust "restart" |ogging after you Boot your system

2) You nust "enabl e your database for |ogging" after a data base
capacity change

Booti ng Your System

If you Boot your systemand fail to restart |ogging, then the
data bases wll not be available for access. |In application, your
users will receive an anbi guous DBOPEN error

In reality however, the error is this:
: RUN QUERY. PUB. SYS

>BASE=CRDERS. DATA10

PASSWORD = >>KEEPOUT

MCDE = >>1

Tur bol MAGE Error Message:

LOGGE NG ENABLED AND NO LOG PROCESS RUNNI NG <--- error if not RESTARTED

SEXI T

To prevent this from happening, you will need to perform
: LOG xxxxx, RESTART after you reboot your system (xxxxx=l ogi d)

Most conpanies utilize the file SYSSTART. PUB. SYS to execute a few
sel ect MPE commands after their system boots. A sanple SYSSTART
file is displayed bel ow

cprint sysstart. pub.sys

STARTUP

SPOOLER LP; START

STREAMS 10

ALLOW @ @ COMVANDS=REPLY, SPOCLER, ABCRTI O

You will need to add : LOG xxxxx, RESTART comuands and 'allow the
| og coomand after you reboot your system Qur revised
SYSSTART. PUB. SYS file would | ook sonmething |ike this.

STARTUP
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SPOOLER LP; START
STREAMS 10
ALLOW @ @ COMVANDS=REPLY, SPOCLER, ABCRTI O

ALLOWV @ @ COMVANDS=LOG <<-- Add to SYSSTART
LOG ORDLG RESTART <<-- Add to SYSSTART

Changes to your data base capacity job

Adager and DBGeneral both recognize that data bases have | oggi ng
enabl ed. They handl e Image |logging slightly differently.

1) Adager
If you use Adager to change your dataset capacities, Adager
will automatically performa "D sable xxxDB for Loggi ng",

comand once you start.
Exanpl e of Adager Message:

WARNI NG Dat abase currently ENABLED for LOGE NG  After
transforming it, I will DI SABLE it for | ogging.
(I will leave the LOG D and the | oggi ng PASSWORD
unchanged) .

After the Adager changes are finished, you must execute a single
:DBUTIL command to re-enable |ogging. For exanple:

: DBUTI L

>>ENABLE ORDERS FOR LOGAE NG, FORCESESSI ON
WARNI NG Dat abase nodi fi ed and not DBSTORED.
Loggi ng i s enabl ed.

>S>EXI T

2) DBCeneral
If you use DBGeneral to change your dataset capacities, DBCeneral
will not execute until you disable your database for |ogging.
Exanpl e of DBGeneral Message:
Option 3.3 --- Change Master Set Capacity
SOURCE DATABASE: ORDERS. FDATABAS

ERROR ! Base is enabled for |ogging.

Use of this option will nake recovery fromexisting log files
i npossi ble. Please stop |ogging before re-invoking this option.
Fol | owi ng successful conpletion of this option, DBSTORE the bast

and start a new | oggi ng cycle.

Option selected ( / ? / MPE/ Menu / Next / End)
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Therefore before you start your DBGeneral process, run :DBUTIL
to disable |ogging. For exanple:

: DBUTI L
HP30391C. 09. 05 Tur bol MAGE/ XL: DBUTIL (C) COPYRI GHT HEW.ETT- PACKAR

>>DI SABLE ORDERS FOR LOGGE NG

Loggi ng i s disabl ed.
>>EXI T

After logging is disabled, performyour database capacity
change, then execute :DBUTIL to turn |ogging back on.

: DBUTI L
HP30391C. 09. 05 Tur bol MAGE/ XL: DBUTIL (C) COPYRI GHT HEW.ETT- PACKARD

>>ENABLE ORDERS FOR LOGE NG, FORCESESSI ON
WARNI NG Dat abase nodi fi ed and not DBSTORED.

Loggi ng i s enabl ed.
>>EXI T

A good exanple of a job streamwould be as foll ows:

1'JOB DBJOB, MANAGER. ACCOUNT, DATA10

I SETVAR HPAUTOCONT TRUE

I' COMVENT

'COMMENT - ---- BEG N ORDERS. MDATABAS - - - - -
' F FI NFQ(' ORDERS. MDATABAS' , 61) < 1 THEN

I DBUTI L

DI SABLE ORDERS FOR LOGE NG

E

' RUN DBGENRL. PUB. BRADVARK

ASK

3.2

ORDERS. MDATABAS

ASK

END

I DBUTI L

ENABLE ORDERS FOR LOGGE NG, FORCESESSI ON

E

I'ENDI F

' COMMENT - ---- END  ORDERS. MDATABAS - ----

This job streamturns on AUTO CONTINUE (line 2) to keep the

job running if there are any errors. It perfornms an | F FINFO 61
whi ch checks the nunber of users accessing the data base. Only

if there are zero acessors is the DBUTIL disable, DBGENRL, and

DBUTI L enabl e execut ed.

3) Products other than Adager or DBGeneral
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If you use any product that nmakes a structural change

to your data base, that you will need to disable, and then
re-enabl e logging. Follow ng the procedure as descri bed
for the DBGeneral software should be satisfactory.

O her considerations before going into production:

Renpvi ng | nage Loggi ng from your Test Data base

If you initially set up imge | ogging on your test data base(s),
and now wish to install it on your production data bases, you
will need to consider renoving |logging fromyour test data base.

Why? Because the log id (ie. ORDLG is attached to your test data
base, and you shouldn't assign the same logid to your production
data base. Your choice is to use a different log Id (ie. ORDL2

i nstead of ORDLG), or preferably renove | ogging fromyour test
dat a base.

: HELLO MANAGER. TEST

: RUN DBUTI L. PUB. SYS

>>DI SABLE ORDERS FOR LOGAE NG <--- turns of logging on this data
Loggi ng i s disabl ed.

>>SET ORDERS LOd D=
Logi d changed.

>>SEXI T

:LOG ORDLG, STOP  <--- stops the | ogging process
: RELLOG ORDLG <--- renoves log id fromyour system

Image Logging Commands

SHOW.OGSTATUS Conmand

To find out the status of image | ogging on your system use the
MPE command : SHOALOGSTATUS

LCGE D CHANCGE AUTO USERS STATE CUR REC MAX REC % USED
PAYLG YES YES O I NACTI VE 1 2000000 0%
VNDLG YES YES 2 I NACTI VE 17 2000000 0%
PURLG YES YES 2 I NACTI VE 23 2000000 0%
ORDLG YES YES 5 I NACTI VE 323 2000000 0%
GLG YES YES O I NACTI VE 1 2000000 0%
TABLG YES YES O I NACTI VE 5 2000000 0%
FI NLG YES YES 1 I NACTI VE 1 2000000 0%

base

CUR FSI
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The SHON.OGSTATUS shows al |
t he GETLOG conmand.
records you have accumnul at ed.

this is normal).

LI STLOG Conmand

The : LI STLOG command i s useful

file is that
: LI STLOG
LOdE D

FI NLG
TABLG
GLG

ORDLG
PURLG
VNDLG
PAYLG

Conparing LI STLOG to SHOALOGSTATUS wi | |

not get 'restarted after a reboot of your

There is only one way to find out
for |logging .
command. Below is an exanple

i s being

CREATOR

MANAGER.
MANAGER.
MANAGER.
MANAGER.
MANAGER.
MANAGER.
MANAGER.

: CHGROUP MDATABAS
: RUN DBUTI L. PUB. SYS

HP30391C. 09. 05 Tur bol MAGE/ XL:
>>SHOW ORDERS LOGE NFO

For dat abase ORDERS

Aut odef er

i s di sabl ed.
Rol | back recovery is disabl ed.

Recovery is disabl ed.
I LR i s disabl ed.
Loggi ng i s enabl ed.

Logi d: ORDLG

XM | og set

is valid.
password is correct.

CHANGE AUTO

YES
YES
YES
YES
YES
YES
YES

The CUR REC col um shows you how many | og

of the Log Id's that you set up with
f
( Not e: I

YES
YES
YES
YES
YES
YES
YES

tell

Before Going into ProductionBefore Going into Production

ile

the state is always | NACTI VE -

to find what the current |og
witten to.

CURRENT LOG FI LE

FI NLA035. LOGHI LES. PROD
TABLQ025. LOGHI LES. PRCD
GLLG034. LOGHI LES. PROD

ORDL@039. LOGHI LES. PRCD
PURLG039. LOGHI LES. PROD
VNDLG035. LOGHI LES. PROD
PAYLQ&047. LOGHI LES. PROD

you if any LO@ D s did
HP3000.

if a data base has been 'enabl ed
You nust go into DBUTIL and do the SHOW xxx LOGQd NFO

SHOW LOGE NFO

DBUTI L (C) COPYRI GAT HEW.ETT- PACKARD

LOGE NG HAS BEEN ENABLED

LOGE D ASSI GNED

default XM user |og set

for volune set

PROD SET
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XMl og set type : circular
XM | og set size : 32 nmegabytes
>>EXI T

Per manently Renpvi ng | mage Loqgi ng

To renove i mage | oggi ng on your data base, go into DBUTIL and
performthe DI SABLE xxxx FOR LOGA NG and the SET xxxx LOGd D
commands. See the exanpl e bel ow

: RUN DBUTI L. PUB. SYS

>>DI SABLE ORDERS FOR LOGAE NG <--- turns off logging on this database
Loggi ng i s disabl ed.

>>SET ORDERS LOd D=
Logi d changed.

>>SEXI T

If no nore data bases are accessing this Log Id, use the RELLOG
command to renove the Log Id fromyour system (The RELLOG command
is the opposite of the GETLOG comand).

:LOG ORDLG, STOP <-- stop the | ogging process
: RELLOG ORDLG <-- renoves log id fromyour system
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Audit Trail Utility to Manage Image Log Files UTIL.AUDIT.SUMMIT

The primary purpose of the UTIL.AUDIT.SUMT is to nmaintain
a set of tables which custonize how you wi sh to process the
i mge | ogging data that is gathering on your system

The primary tables are:

a) Wi ch data bases are being | ogged
b) What datasets, fields and prograns not to retain
| oggi ng i nformati on on.
c) Descriptions of the fields in the application databases

Usi ng these tables, UTIL.AUDIT. SUM T constructs a job stream
The job stream executes two prograns that extract data
fromthe inage log files, reformats and attaches additi onal
data, and wites the audit trail information to the |LFDB

for easy retrieval by your users.

We recomend that you run UTIL.AUDIT.SUM T option 1 to |aunch

the batch job each evening. Your users can safely be on the system
while the batch job runs. [If it is necessary to access the
information on a nore frequent basis, you can streamthe job

during the day (see scheduling considerations).

The batch job [ aunched by UTIL. AUDI T. SUWM T aut omat es al
of the log file adm nistration by performng the follow ng steps:

1) Searches the LOGFILES (or other group you specify) for |Imge Log
files to read.
2) Perfornms a : CHANGELOG comand on the inmage log file to cl ose
the existing log file and open a new one. For exanple, if
your current image log file is ORDLG008, the : CHANGELOG
will create ORDLG009.
3) Executes progranms LOGUTL1. PUB. SUVWM T and LOGUTLZ2. PUB. SUM T
to extract data fromthe log file and wite the reformatted
data to the ILFIL of |LFDB
4) Purges the old Image Log file (optional).

The streamjob file that is created is AUD TJOB. LOGFI LES. This
file is purged and re-created with every run of UTIL. AUDIT. SUWM T
option 1.

Options 2 and 3, which set up the 'JOB card and what data bases
are enabl ed for |ogging, should be performed prior to stream ng
the batch job with option 1.

O her purposes of UTIL.AUDIT.SUMM T, is to define what prograns,
datasets, or fields you do not need to retain information on,

assign 'friendly' field name descriptions to the imge field nanes,
and to delete old or redundant records fromthe Audit trail database
| LFDB. LOGFI LES.
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Prompts

Upon entering : RUN UTIL. AUDIT.SUM T, the follow ng nenu is displayed:

AUDI T TRAIL UTILITY MENU:

EXECUTE LOGFI LE COPY PROCESS TO COPY | MAGE LOG FI LE TO | LFDB
2. EDIT JOB CARD FOR LOGFI LE COPY PROCESS

3 EDI T/ LI ST TABLE OF DATA BASES THAT ARE BEI NG LOGGED

4. ED T/LIST FIELDS YOU *DO NOT* W SH TO RETAIN AN AUDI T TRAIL ON
5. EDI T/ LI ST DATASETS YOU *DO NOT* W SH TO RETAIN AN AUDI T TRAI L ON
6. RAI'L ON
2

8

9.

H

EDI T/ LI ST PROGRAMS YOU *DO NOT* W SH TO RETAIN AN AUDIT T
EDI T TABLE OF FI ELD NAMVE DESCRI PTI ONS
DELETE LOG FI LE RECORDS FROM | LFDB
DELETE REDUNDANT ADD/ DELETE TRANSACTI ONS
OPTI ON( 1) ?

tion 1

If you select option 1 to |aunch the streamjob, the follow ng
pronpts appear:

TH'S WLL CREATE A JOB STREAM TO OPEN NEW | MAGE LOG FI LES AND
THE CONTENTS OF THE OLD | MAGE LOG FI LES TO THE | LFDB. LOGHI LES
PURCE THE | MAGE LOG FI LES WHEN FI Nl SHED COPYI NG (YY) ? *

We recomend that you purge the image log file(s) after you copy
themto ILFDB. The 3000Audit Tool does track what the |ast |nage
log files has been copied to ILFDB, to prevent duplicates. However,
since nost users do not intend to use their logfiles for roll back,
they are of no value once the information has been extracted and
witten to | LFDB

After you respond to the pronpt, the tables that define what

dat abases are being | ogged, and what fields/files/prograns
shoul d be excluded are read. A batch job file AUDI TJOB. LOGFI LES
is built, and then streaned.

Schedul i ng Consi derations for the Nightly Batch Job

Be aware that to obtain all of auditing information out of an inmage
log file, it is best that the 'dbopen’ and 'dbcl ose' records for a
users session appear in the sane log file. In other words, its best
to run the UTIL. AUDIT. SUWM T program option 1 (close existing |og
file and open new log file) after your users have gone hone and

| ogged off. That's why we reconmend you run UTIL. AUDIT. SUWM T

each eveni ng.

Secondly, the Image log file extract prograns have a finite nunber
of records that they can process. This is because of the table
l[imts and output file limts in the progranms. Its not unconmon
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to collect tens if not hundreds of thousands of image log file
records in a day. |If you were to run UTIL. AUDIT. SUWM T each week,
i nstead of each day, there is a chance that the log file extract
prograns could not extract and retain all of the data you have
accunul at ed.

Anot her schedul ing consideration is to try to run UTIL. AUDI T. SUWM T
option 1, before any database mai ntenance such as repacking.

The image log files contain 'inage record nunbers'. The record
nunbers are used to retrieve the original database record. |[If you
do a capacity change on an I mage master, or repack a detail dataset
the I mage record nunbers are re-hashed (changed). This can cause
the log file extract prograns to pull data froma conpletely
different record instead of the original record. Therefore, try

to run the nightly UTIL. AUDIT.SUM T option 1, before you do an

| mage master capacity change, or repack a detail dataset.

Option 2

Option 2 is used to build the 'JOB card used by the streamjob
| aunched by option 1. You should execute this step when you
initially set up the utility. An exanple of changing the !'JOB
card is displayed bel ow.

THE CURRENT JOB CARD I S:
1'JOB AUDI TJOB, MANAGER/ PASSWORD. ACCOUNT, LOGFI LES; HI PR
DO YOU W SH TO CHANGE THE JOB CARD (Y)? Y *

ENTER THE NEW JOB CARD

1'JOB AUDI TJOB, MANAGER/ PASSWORD. ACCOUNT, LOGFI LES; HI PR
'JOB AUDI TJOB, MANAGER/ FRED. TEST, LOGFI LES; HI PR

*

** JOB CARD UPDATED **

Change the ACCOUNT to the Account the LOGFILES group resides in.
Add the appropriate Account and/or User passwords.

Be aware that this is not like a 'redo’ function. You nust type
every character of the !'JOB card.

Option 3
Option 3 is used to store the data base names, G oups, Log Id's,
and Log file names used by the streamjob | aunched by option 1.
These are the database nanes that are 'enabled for |ogging' .

You shoul d execute this step when you initially set up the utility,
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or when you enabl e additional data bases for | ogging.
This is described in nore detail in the installation instruction
section of this nmanual.

An exanpl e of adding entries to this table is displayed bel ow
DATA BASE NAME? ORDERS  *
ENTER THE ' GROUP'* THAT ORDERS RESIDES I N
GROUP NAME ( ) ? DATA10 *
DATABASE PASSWORD? KEEPOUT
The dat abase is opened and the Log Id of the database is obtained.
LOG FI LE NAME PREFI X (ORDLG ) ? *
The 'log file name prefix' is the Image Log file associated with
this Log I1d. For exanple ORDLGO0O1. LOGFI LES, was Built to hold
the Image log file records for Log Id ORDLG  This pronpt is asking
for the file nanme (less the nunbers at the end of the log file)
VWHAT GROUP DOES THE LOG FI LE RESIDE I N (LOGFI LES) ? *

Enter the Group the log file resides in. The default is the
LOGFI LES group where the |LFDB resides.

DATA BASE NANVE LOG I D LOG FI LE
ORDERS. DATA10 ORDLG ORDLG. LOGFI LES
Option 4

Option 4 is used to exclude selected fields fromthe |LFDB dat abase.
In order to curtail the nunber of records accunulating in your |LFDB
dat abase, you are given the option of excluding selected fields
captured in the Image Log files. The field nanmes are the 'Inage
field nanes.

In the exanpl e bel ow, we are excluding the field POPRT
that is updated when the user prints a purchase order

ENTER THE NAME OF THE FI ELD TO EXCLUDE? POPRT *
WHAT DATABASE NAME DCES THI S FI ELD RESI DE | N?

FOR EXAMPLE ' ORDERS' .

DATA BASE NAME? PURDB  *
** FI ELD ADDED **

PRESS RETURN TO CONTI NUE. ... *
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Option 5

Option 5 is used to skip over the log records of certain datasets
(files) in the database you are logging. This allows you to skip
over datasets whose changes are of no interest to audit, and

nore inportantly, curtail the nunber of records accumulating in
your | LFDB dat abase.

In the exanpl e bel ow, we are excluding any updates to the
dataset INVFIL frombeing retained in the |LFDB dat abase.

ENTER THE NAME OF THE DATASET TO EXCLUDE? | NVFI L *
WHAT DATABASE NAME DOES THI S DATASET RESI DE | N?

FOR EXAMPLE ' ORDERS' .
DATA BASE NAME? ORDERS  *

** DATASET ADDED **

PRESS RETURN TO CONTINUE.... *
Option 6
Option 6 is used to exclude selected prograns fromthe
| LFDB database. In order to curtail the nunber of records

accurul ating in your |LFDB database, you are given the option of
excl udi ng sel ected prograns captured in the Image log files.

In many applications there are nightly batch processes that make
a | arge anmobunt of database updates and have little inportance
froman audit trail point of view This would be the appropriate
application for excluding this program

In the exanpl e bel ow, we are excludi ng any updates nmade by QTP
fromaccunul ating in the | LFDB dat abase.

ENTER THE NAME OF THE PROGRAM TO EXCLUDE
THE PROGRAM NAME SHOULD BE FULLY QUALI FI ED TO | NCLUDE THE
GROUP AND ACCOUNT. FOR EXAMPLE: QUERY. PUB. SYS

PROGRAM NAME? QTP. PH/29C8. COGNCS *

WHAT DATABASE NAME DOES THI S PROGRAM UPDATE?
| F THE PROGRAM UPDATES MORE THAN 1 DATABASE OR YOU DO NOT KNOW - PRESS
RETURN
FOR EXAMPLE ' ORDERS' .
DATA BASE NAME? *

** PROGRAM ADDED **
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PRESS RETURN TO CONTI NUE. ... *

If the application command or program entered only updates one data bas

enter the data base nanme here. Pressing return if you do not know
is fine; it will look for this programwhen scanning all log files.
HINT: [|f you use a conmon database update tool such as QUERY

QIrP, or SUPRTOOL, you probably encounter situations where
there are 'sonme' updates you wish to capture, and sone

updat es you wi sh to exclude. W recommend that you

copy

the programto exclude to a new program nanme. For exanple,
copy QTP. PH729C8. COGNOS to QTrP2. PH729C8. COGNCS. Enter
QTP2 into the table of prograns to exclude. Then update

your batch process to : RUN QTP2 instead of QIP. The

QIrP2 updates will not be witten to the | LFDB dat abase. ou

Option 7

Option 7 is used to maintain a |large table that maps application
image field nanes, to a "field description'. The field description

is what appears on the 3000Audit Tool inquiries and reports.

The table is also used to define which inmage fields are
dates so that they are reformatted into a nore user friendly
MM DY YY format, instead of YYYYMVDD or another date format.

OPTION(1)? 7

| MAGE FI ELD NAME? DLT *
FI ELD NAMVE FI ELD DESCRI PTI ON
LT DATE OF LAST TRAN

WOULD YOU LI KE TO
1. CHANGE THE DESCRIPTION OF TH' S FI ELD

2.  DELETE THI S ENTRY

OPTION(1)? 1

NEW FI ELD DESCRI PTI ON? DATE OF LAST TRANSACTI ON*
** F| ELD DESCRI PTI ON TABLE UPDATED **

| MAGE FI ELD NAME? E *

Option 8
Option 8 deletes records fromthe ILFIL of ILFDB. This is to
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remove old or unwanted records fromILFIL. The purge routine
all ows you to delete records on or before a given date, records
created by a selected program or records for a specific dataset.
An exanple of this process is |isted bel ow

OPTION(1)? 8

PURGE RECORDS ON OR BEFORE DATE? 6/20/04 *

DATASET NAME (ALL)? *

PROGRAM NAME (ALL)? QTP *

*x 24428 Records DELETED **

Option 9

Option 9 is used to del ete redundant DBDELETE/ DBPUT records fromthe
ILFIL of ILFDB. The utility finds all of the DBDELETE records
executed within the date range entered. Then it searches to see

if there is a DBPUT record that ocured at the sane date and tine

for the sane key. |If the old and new field values are the sane,

t hen both the DBDELETE and DBPUT records are deleted from | LFDB.

| denti cal DBDELETEs and DBPUTs are used in circunstances where
the program deletes all of the existing records and re-adds them
This process, which is fairly conmon in many applications, greatly
i ncreases the nunber of ILFIL records on the system and renoves
unnecessary information fromthe audit trail function.

An exanple of this pronpts is |isted bel ow

OPTION(1)? 9

REMOVE REDUNDANT DBPUT/ DBDELETE RECORDS

BEG NNI NG DATE? 8/6/04 *

ENDI NG DATE? 8/13/04 *

DATASET NAME (ALL)? *

The purpose of the date pronpts is for perfornmance reasons.

For exanple, If you run UTIL.AUDIT.SUMM T option 9 every weekend, there
is no reason to continue to review the thousands of DBDELETE
records for redundant entries fromprior weeks or nonths.

The dataset name pronpt will allow you to specify specific
datasets to renove redundant entries from or all datasets.
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List Audit Trail (LIST.AUDIT.SUMMIT)

This programis used to list the adds/changes/ del etes nade

to the application data bases that are enabled for |ogging and
set up in UTIL.AUDIT.SUM T option 3. The LIST program pronpts
the user for a key value. An exanple of a key val ue woul d be

a part nunber, order nunber, ot nunber, etc. This is the value
stored in the ILFKEY1l of the ILFIL dataset.

The ILKEY1 is the first key field in the dataset being | ogged.

In a mpjority of applications, this provides and excell ent

| ookup by key. It is possible to assign a 2nd key (1LFKEY2) which
may provide a nore optinmm |l ookup in your environnent. Contact
Summt Systens for details on how to set this up

The LIST. AUDIT. SUWM T command has two formats. [|f you run the
LIST.AUDIT.SUWM T to a printer or a 132 colum termnal, there is
much nore data di spl ayed than the 80 colum term nal display.

Prompts
:RUN LI ST. AUDI T. SUWM T

Di spl ays out put options.
OPTION (3)?

(ENTER ? TO FI LTER)
ENTER PART, DOCUMENT, OR OTHER VALUE TO | NQUI RE UPON?

Enter a 'key' value to inquire upon. An exanple of a key val ue
woul d be a part nunber, work order nunber, sal es order nunber
pur chase order nunber, or other value that is a 'key'

n the application database.

A list of all changes nmade to the key entered will be displayed.
If the record is identified as a sal es order, purchase order, or
wor k order, the docunents records will be displayed fromthe tine

t he docunent was added until present (ol dest record to the nost
recent record).

Part nunbers or other key values entered will be displayed in
descendi ng chronol ogi cal order; nobst recent activity to ol dest
activity.

If the user enters a question mark '?'" to this pronpt, the
user can filter the audit trail information. The follow ng
additional pronpts will appear:
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BEG NNI NG DATE? *
ENDI NG DATE? *
DATASET NAME (C/ R = ALL)? *

DI SPLAY | MAGE FI ELD NAMES (YY) ?
These pronpts all you to select a specific tine range for the
part, docunent, or other key value you will enter, and sel ect
the changes to a specific dataset (file).

Files Accessed

ILFIL Image Log file detail (1LFDB.LOGFILES)

I LFLD Field nane description file (ILFDB. LOGFI LES)

Screen Format

80 colum view

Part nunber, docunment, or other key value entered

First line:

Action - there are 3 possible actions: Add, Update, Delete

Dat aset nanme - the nanme of the data set updated

User nanme - MPE user nane

Dat e

Ti me

Programnanme - this will be SYSMAN for application comrands ot her
t han standal one progranms such as Utilities

Second i ne:

Item- Image field name updated

Addi tional Identifying Value (ILFKEY2). An exanple of this would
be a |ine nunber, sequence nunber or other val ue.

Field Description

A d value of field (Updates and Del et es)

New val ue of field (Updates and Adds)

For fields that are |longer that 10 characters and there is an

old and new value to display, the new value is listed on a

second |ine underneath the old val ue

132 col umm vi ew

Part nunber, document, or other key value entered
Dat e Range entered

First line:

Action - there are 3 possible actions: Add, Update, Delete

Programnanme - this will be SYSMAN for application comrands ot her
t han standal one progranms such as Utilities

User nanme - MPE user nane
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Dat e

Ti me

Dat abase nane

Dat aset nane - the nane of the file updated

Field - Image field nane updated

Field Description

A d value of field (Updates and Del et es)

New val ue of field (Updates and Adds)

Addi tional identifying value (if defined)

For fields that are |longer that 24 characters and there is an
old and new value to display, the new value is listed on a
second |ine underneath the old val ue
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Audit Trail Report (REPORT.AUDIT.SUMMIT)

This programis used to report the adds/changes/ del etes nade

to the data bases that are enabled for |ogging and set up in
UTIL. AUDIT.SUM T option 3. The REPORT. AUDIT. SUM T has a date
range and other selection criteria. The inage log file database
ILFDB is read serially, the records are sorted on date and tine,
and printed.

The REPORT command has two formats. |[|f you run the REPORT to
a printer or a 132 colum termnal, there is nuch nore data
di spl ayed.

Prompts
: RUN REPORT. AUDI T. SUWM T

Di spl ays out put options.
OPTION (3)?

BEG NNI NG DATE? *

ENDI NG DATE? *

The user is pronpted for a date wi ndow of Audit trail records to
select fromthe database. To select all dates enter zero for the
begi nni ng date, and 99 for the ending date.

USER NAME (C/R = ALL)?
Enter the MPE user nanme of the user that perfornmed the transaction,
or press return to select all users.

DATASET NAME (C/ R = ALL)?
Enter the Inmage Dataset nane that was updated, or press return to
list all datasets.

PROGRAM NAME (C/R = ALL)?
Enter the MPE program nane that updated the dat abase.

Files Accessed

ILFIL Image Log file detail (1LFDB.LOGFILES)
I LFLD Field nane description file (ILFDB. LOGFI LES)

Screen Format

80 colum view
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First line:

Action - there are 3 possible actions: Add, Update, Delete

Dat aset nanme - the nanme of the data set updated

User nane - MPE user nane

Dat e

Ti me

Programnanme - this will be the application programthat updated
t he dat abase

Second i ne:

Item- Image field name updated

Field Description

Key val ue of the record

A d value of field (Updates and Del etes)

New val ue of field (Updates and Adds)

For fields that are |longer that 10 characters and there is an
old and new value to display, the new value is listed on a
second |ine underneath the old val ue

132 col umm vi ew

Part nunber, docunment, or other key value entered
Dat e Range entered

First line:
Action - there are 3 possible actions: Add, Update, Delete
Program nanme - application programthat updated the database

User nanme - MPE user nane

Dat e

Ti me

Dat abase nane

Dat aset nane - the nane of the file updated

Field - Image field nane updated

Field Description

A d value of field (Updates and Del etes)

New val ue of field (Updates and Adds)

Key val ue of the record

For fields that are |longer that 24 characters and there is an
old and new value to display, the new value is listed on a
second |ine underneath the old val ue
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Using Logging with Multiple Groups and Accounts

The 3000Audit Tool requires a single Image Log file for each |Inmage
dat abase on your system For exanple, if you had an | nage dat abase
cal | ed ORDERS, and a second | nage database call ed "SECURE", these
two dat abases may not wite to the sane inage log file. ORDERS woul d

have its own Image log file, and SECURE woul d have its own | nage | og
file.

However, if you have two CORDERS dat abases in the same account they
may share the sane Inage Log file, and the 3000Audit will support

this. 1In the exanple below, we have and ORDERS dat abase in group

DATAL1O0, and an ORDERS dat abase in group DATA20.

| LFDB. LOGFI LES
N

Batch job UTIL.AUDIT.SUM T option 1
copies data fromlog files in
LOGFI LES to the |LFDB dat abase.

ORDLGXxx. LOGFI LES
N N

| mage Loggi ng activity from group
DATAL10 and DATA20 both go into
ORDLGxxx. LOGFI LES

ORDERS. DATAL0 ORDERS. DATA20

You can use the 3000Audit Tool to admi nister logging in nore

t hat one Account on your HP3000. If you do so, each Account w ||l
need a separate Log Id. In the exanpl e bel ow, Account TEST uses
Log I D ORDLG and Account PROD uses Log | D ORDL2.

| LFDB. LOGFI LES. TEST | LFDB. LOGFI LES. PROD
N N
ORDLGxxx. LOGFI LES. TEST ORDL2xxx. LOGFI LES. PROD
N N

ORDERS. DATA10. TEST ORDERS. DATA10. PROD
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Exclusion Tables of 3000Audit Tool

The 3000Audit Tool contains a series of Exclusion Tables.

These tabl e are designed for files or prograns that have been
identified as creating many inage log file records of
guestionabl e value. Due to the volune of imge log file
records created each day, its inportant to identify and excl ude
prograns that create a |arge nunber of inage log file records
whi ch are not required for auditing requirenents.

For exanpl e, say you have a QIP or SUPRTOOL process that runs at night
and does a substantial anmount of updating to your |nmage database.

Si nce nost batch processes have little value in an audit, you may w sh
to add QIP. PHxxxx. COGNOS or SUPRTOOL. PUB. ROBELLE to the progranms you
wi sh to exclude fromILFDB. Failure to exclude prograns that perform
mass updates will cause your |ILFDB to grow rapidly.

3000AuditTool Table Limits

The image | og extract LOGUJTL1 and the image | og reformat
LOGUJTL2 progranms have limts to the anount of information
that they can process. This is because of the size of the
tenporary flat files and ksamfiles used during the extract
and reformatting process.

Pl ease take this under consideration if you will be doing
a mass update or del etion.

Total nunber of inmage log file records supported: 1,000,000

Nunber of DBDELETE records per image log file: 140, 000
Total nunber of simultaneous DBOPEN s per dat abase: 120

SYSGEN Table Limits

This information is for HP3000 users that are new to | nage Loggi ng.

There are two tables in SYSGEN that are relevent to |logging. |In nost
cases, the default size of these tables will be satisfactory unless
you have 100 or nore users perform ng inmage logging. If you do have

a |l arge nunber of users on your system you may w sh to bunp these
val ues up. Below is an exanple of increasing the values in SYSGEN
The new val ues do not take effect until you do a START NORECOVERY.

: SYSGEN
SYSGEN version E.04.04 : catal og version E. 04. 04
Copyright 1987 Hew ett-Packard Co. All Ri ghts Reserved.
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**note** Retrieving NVMGR configuration data..

** First | evel conmand **

io | og (I 0) msc (m) spu (sp)
sysfile (sy)
basegroup (ba) keep(ke) pernyes (pe) show (sh)
tape (ta)
clear (cl)(c) exit (ex)(e) hel p (he) (h) ocl ose (oc)
redo

sysgen> LOG

** LOG configurator commands **

show (sh) slog (sl) ulog (ul)
clear (cl)(c) exit (ex)(e) hel p (he) (h) hol d (ho)
ocl ose (oc) redo
| og>SHOW
configurable item max mn current
of user | oggi ng processes 128 2 64
users per | ogging process 1140 1 128

(other systemlogging info is displayed al so)

| 0g>ULOG NLOGPRCCS = 128
| 0g>ULOG USERSPERPROC = 512

| og> SHOW
configurable item max mn current
of user | oggi ng processes 128 2 128
users per | ogging process 2851 1 512
| og>HOLD
| og>EXI T

sysgen> KEEP

keepi ng to group CONFI G SYS

Purge ol d configuration (yes/no)?YES

** configuration files successfully saved **
sysgen> EXIT
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ILFDB database guide

The following is a list of files in the |ILFDB database. The
primary file is ILFIL. The ILFIL contains one entry for every
field of a record that is added, deleted, or updated. For
fields that were added or deleted and there initialized val ue
was zero or spaces, these field values are not stored in |ILFIL.

The dat abase password for |LFDB. LOGFILES is ASK
| LFLD - This dataset is used to store table of inmage field names
and their descriptions

Field name type Description

| LFLDNAM  U16 | MAGE FI ELD NAVE

| LFLDDES  U24 FI ELD DESCRI PTI ON

| LFLDTYP 1 0O = Regular 1 = Manman date format 2=YYYYMVDD dat e
| LFLDI 1 11 FUTURE USE

| LPROG - This dataset stores the program nanmes whose i mage | oggi ng
records are being excluded from | LFDB. LOGFI LES

Field name type Description

| LPROG\M U26 PROGRAM NANVE

| LPROGDBNAM U8 IF ONLY 1 DATABASE | S UPDATED - DATABASE NAME
| LPROGUL u3o FUTURE USE

| LPROG 1 11 FUTURE USE

I LDBN - This dataset stores the names, groups, and log id' s of the
dat abases that have | oggi ng enabl ed.

Field name type Description

| LDBNAM us DATA BASE NAME

| LDBGRP us DATA BASE GROUP

| LDBPASS us DATA BASE PASSWORD

| LDBLOG Ue LOG | D ASSCCl ATED WTH THI S DATA BASE

| LDBFI LE Ue LOG FI LE PREFI X ASSOCI ATED WTH THI S LOGE D
| LDBFI LGRP U8 GROUP THE LOGHI LES RESI DE | N

| LDBLASTFI LE U8 LAST LOG FI LE READ

| LDBU1 u3o0 FUTURE USE

| LDBI 1 1 FUTURE USE

| LDSN - This dataset stores the dataset nanes and fi el d nanes whose
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i mge | ogging records are being excluded from | LFDB. LOGFI LES

Field name type Description

| LDSNAM us DATASET NAME OR FI ELD NAME

| LDSGRP us DATA SET DATA BASE GROUP (NOT | N USE)

| LDSDBNAME U8 DATA BASE THI S DATASET RESIDES IN

| LDSU1 u3o0 DATABASE NAME FI ELD OR DATASET RESI DES I N
| LDSI 1 1 DATASET = 0, FIELDNAME = 1

ILFIL - This is the Log Detail file which stores the detail records
fromthe inmage log files.

Field name type Description

| LFDBNAM U6 DATA BASE NAME

| LFDBGRP us DATA BASE GROUP

| LFDSET Ul6 DATASET NAME

| LFACTN U2 ACTI ON ( P=Put, D=Del et e, U=Updat e)
| LFUSER us USER OR JOB NAMVE

| LFUSER2 us ACCOUNT OR SESSI ON

ILFJOBSES W2 BLANK | F SESSI ON, ACCT PREFI X IF JOB
| LFPROGN us PROGRAM NANVE

| LFPROGG us PROGRAM S GROUP

| LFDATE us DATE YYYYMVDD

| LFTI ME W TI ME HHW

| LFKEY1 u24 KEY

| LFKEY2 ui8 ALTERNATE KEY

|LFFI ELD U16 FI ELD NAME

| LFOLD u3o OLD VALUE

| LEFNEW u3o NEW VALUE

| LFFUTU2 U2 FUTURE USE

How t he user nane fields are stored in |LFIL:
: HELLO SESSI ON, USERNANME. ACCOUNT

There is no way to tell 100%if its a job or session, so the extract
makes these assunptions:

1) You are using the FORCESESSI ON paraneter to pick up the SESSI ON
2) Jobs are using a SESSION. Users are not using a SESSSI ON.

The USERNAME wi || al ways be in | LFUSER

If the SESSION nane is blank (presune a user session),
the ILFUSER2 is the ACCOUNT, |LFJOBSES is bl ank.

If the SESSION name is not blank (presume a job strean),
the ILFUSER2 is the SESSION, | LFJOBSES is not bl ank.
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Using Quiz to Access ILFDB

One of the advantages of the ILFIL is your ability to incorporate
the data into your business processes. For exanple, by finding

t he DBPUT records, you can obtain the date a record was added

to the data base. This would be useful in such applications as
"date work order added', or 'vendor was added by user Xxxxxx'.

Al so you can use the before/after values stored in the DBUPDATE
records to nonitor other critical fields. Exanples would be

"sal es order schedul ed ship date was mMi dd/yy and now i s mi dd/yy’
or 'purchase order price has been changed from 9999.99 to 9999.99'.

The 3000Audit Tool contains a quiz dictionary Q LFSCHC. QU Z. SUMM T.
that you can use to read the |LFDB database files. Should you need
to change or reconpile the dictionary for your version of Quiz, the
source for the dictionary is Q LFSCH QU Z. SUW T.

Encl osed is an exanple of a Quiz programto find work orders
added today.

SET DI CTI ONARY Q LFSCHC. QUI Z. SUMWM T

ACCESS | LFI L

SELECT IF I LFDSET = "OANOF" AND | LFDATE = SYSDATE AND | LFACTN = "P"
DEFI NE WORKORDER CHAR*10 = | LFKEY1[ 1: 10]

REPORT SUMVARY WORKORDER

SET SUBFI LE NAVE MYSUBFI L

&0

SET DI CTI ONARY QSCHENMAC. QUI Z. SUWM T
ACCESS *MYSUBFI L LI NK WORKORDER TO WOWD OF OWOF
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* *
* Example of List command to display audit trail entries by key *
* *
* *
* This is the 80 column view. Additional information is displayed *
* on the 132 column view or when routed to a printer or disk file. *
* *
R o o o o R AR R R o o R R R R R AR R R SR SR AR R R R
RUN LIST._AUDIT.SUMMIT
List Audit Trail Database (v2.56)
ENTER DESIRED OUTPUT OPTION:

0. HOLD REPORT ON THE HP SYSTEM 1. TERMINAL, 132 COLUMNS

2. ENTER A PRINTER NUMBER 3. TERMINAL, 80 COLUMNS

4. A DISK FILE ON THE HP SYSTEM
OPTION (3)? 3
AUDIT RECORDS AS OF: THU, JUN 16, 2005, 3:53 PM
(ENTER "2 TO FILTER)
ENTER PART, DOCUMENT, OR OTHER VALUE TO INQUIRE UPON? SMITH
RECORDS SELECTED: 11
SAT, JUN 18, 2005, 10:54 AM AUDIT TRAIL DETAIL PAGE: 1

KEY VALUE : SMITH

ACTION ITEM USER

DATE/TIME PROGRAM

DELETE UISMAS  MANAGER 06/16/05 15:11 UT286.PUB

OLD VALUE/NEW VALUE

UISUSERNAM USER"S NAME SMITH
UISUSEREMA EMAIL ADDRESS JOHN. SMITH@YAHOO . COM
UISCSPHONE PHONE NUMBER 203-678-1515
UISCSFAX FAX NUMBER 203-678-1550
UISUSEREXT PHONE EXTENSION 286

ADD UISMAS  MANAGER 06/16/05 15:12 UT286.PUB
UISUSERNAM USER"S NAME SMITH
UISUSEREMA EMAIL ADDRESS JOHN . SMITH@MSN . COM
UISCSPHONE PHONE NUMBER 203-678-1515
UISCSFAX FAX NUMBER 203-678-1550
UISUSEREXT PHONE EXTENSION 286

UPDATE UISMAS  MANAGER 06/16/05 15:53 QUERY.PUB
UISUSEREXT PHONE EXTENSION 286 2865

(ENTER "?" TO FILTER)

ENTER PART, DOCUMENT, OR OTHER VALUE TO INQUIRE UPON? E

* ok ok ¥

Example of Report command to select series of Log file records
by date and other selection criteria.

* ok ok %

R o o o o o R L R R R R R R AR SR R o o o R LR R R R R R R R SR R R o o = =

957:RUN REPORT.AUDIT.SUMMIT

Trial version expires: 08/15/05
Audit Trail Report (v2.55)



ENTER DESIRED OUTPUT OPTION:
0. HOLD REPORT ON THE HP SYSTEM
2. ENTER A PRINTER NUMBER
4. A DISK FILE ON THE HP SYSTEM
OPTION (3)? 1

1. TERMINAL, 132 COLUMNS
3. TERMINAL, 80 COLUMNS

AUDIT RECORDS AS OF: THU, JUN 16, 2005, 3:53 PM
BEGINNING DATE? O *

ENDING DATE? 99 *

USER NAME (C/R = ALL)? *

DATASET NAME (C/R = ALL)? *

PROGRAM NAME (C/R = ALL)? *

DATABASE NUMBER OR GROUP NAME (C/R = ALL)? *
GATHERING DATA.....

RECORDS READ: 23  RECORDS SELECTED: 21
REPORT 3000AUDIT TOOL

SAT, JUN 18, 2005, 11:01 AM AUDIT TRAIL DETAIL

00/00/00 TO 99/99/99

ACTION

DELETE

PROGRAM

UT286.PUB

USER

MANAGER

DATE TIME  DATABASE FILE

06/16/05 15:11
06/16/05 15:11
06/16/05 15:11
06/16/05 15:11
06/16/05 15:12
06/16/05 15:12
06/16/05 15:12
06/16/05 15:12
06/16/05 15:13
06/16/05 15:13
06/16/05 15:13
06/16/05 15:13
06/16/05 15:13
06/16/05 15:50
06/16/05 15:50
06/16/05 15:50
06/16/05 15:50
06/16/05 15:50
06/16/05 15:50
06/16/05 15:50
06/16/05 15:53

UISDB

UISMAS

ADD UT286.PUB  MANAGER UISDB UISMAS

ADD UT286.PUB  MANAGER UISDB UISMAS

DELETE UT286.PUB  MANAGER ulIsDB UISMAS

ADD UT286.PUB  MANAGER ulIsDB UISMAS

UPDATE QUERY.PUB UISDB UISMAS

MANAGER
BEGINNING DATE? E *

END OF PROGRAM
957:

FIELD
UISUSEREMAEMAIL ADDRESS
UISCSPHONEPHONE NUMBER
UISCSFAX FAX NUMBER
UISUSEREXTPHONE EXTENSION
UISUSEREMAEMAIL ADDRESS
UISCSPHONEPHONE NUMBER
UISCSFAX FAX NUMBER
UISUSEREXTPHONE EXTENSION
UISUSERNAMUSER™S NAME
UISUSEREMAEMAIL ADDRESS
UISCSPHONEPHONE NUMBER
UISCSFAX FAX NUMBER
UISUSEREXTPHONE EXTENSION
UISUSERNAMUSER"™S NAME
UISUSEREMAEMAIL ADDRESS
UISCSPHONEPHONE NUMBER
UISCSFAX FAX NUMBER
UISUSEREXTPHONE EXTENSION
UISUSERNAMUSER™S NAME
UISUSEREXTPHONE EXTENSION
UISUSEREXTPHONE EXTENSION

FIELD DESCRIPTION

REQUESTOR: MANAGER .PUB

OLD/NEW VALU

JOHN.SMITH@YAHOO . COM

203-678-1515
203-678-1550
286

JOHN. SMITH@MSN . COM

203-678-1515
203-678-1550
286

FRANKLIN

ED.FRANKL IN@YAHOO . COM

303-567-8000
303-567-8001
NONE
FRANKLIN

ED.FRANKL IN@YAHOO . COM

303-567-8000
303-567-8001
NONE
FRANKLIN
3536

286

E

2865

-SUMMIT

PAGE: 1

RECORD KEY
SMITH
SMITH
SMITH
SMITH
SMITH
SMITH
SMITH
SMITH
FRANKLIN
FRANKLIN
FRANKLIN
FRANKLIN
FRANKLIN
FRANKLIN
FRANKLIN
FRANKLIN
FRANKLIN
FRANKLIN
FRANKLIN
FRANKLIN
SMITH





